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British Data Protection Agency (ICO) issues notice of intention to fine 

British Airways with 204.6 million Euros (183.4 million Pounds) as a result 
of the personal data breaches suffered in 2018 

 
 

The fine proposed by the UK Data Protection Agency amounts to 1.5% of British Airways' total 
worldwide annual turnover in 2017  

If consolidated, it will be the highest fine imposed by the UK data regulator in its history. 
 

8th July 2019 
 
 
 

1.- Introduction.- 

The UK Data Protection Agency (“ICO”) has issued 
a notice of intention to fine British Airways with 
€204.6 million (£183.39 million) due to the 
securities breaches suffered in 2018. Said breaches 
compromised the personal data of approximately, 
500,000 data subjects. 

British Airways, part of the IAG Airline Group, 
suffered several cyber-attacks in 2018 resulting in 
theft and illegal access to its customers’ data. The 
ICO, in its notification, has stated that the scarce 
security measures implemented by the entity 
compromised the personal data, thus facilitating 
unlawful third party access to the information. 

If this fine is formalised, it would be the most severe 

sanction ever imposed by the ICO, exceeding the 
£500,000 imposed on Facebook in the Cambridge 
Analytica case. With this notification, the ICO reveals 
the adverse consequences to be assumed by any entity 
that does not process personal data in accordance with 
European data protection legislation 

The personal data breach affects clients in different EU 
Member States. To this effect, and in application of the 
One-Stop Shop mechanism envisaged by the applicable 
data protection regulations, the ICO has been 
appointed as the Lead Supervisory Authority in what 
regards the present case. 

................................................................................... 

2. Case analysis and scope of the personal data 
breach 
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On September 6th, 2018, British Airways announced 
that its official website and mobile application had 
been subject of a cyber-attack. The attack took place 
between 22:58 of August 6th, 2018 and 21:45 of 
September 5th, 2018. 

Initially, the company claimed that the personal 
data breach affected 380,000 clients. The company 
later corrected this figure and lowered it to 244,000. 
Nevertheless, the ICO, in its notification, indicates 
that the total number of affected amounts to 
500,000 clients. 

The unlawful access to the personal data was carried 
out by redirecting user traffic to a fraudulent URL. 
To this effect, any user who accessed British 
Airlines’ website and/or mobile application, booked 
flights and paid by credit card were automatically 
redirected to a fraudulent website where the 
perpetrators obtained their information. Among 
other information, the perpetrators gained access to 
user identification, contact, logins, itineraries and 
credit card information, including CVV code, 
allowing them to make payments through British 
Airways clients’ cards. 

................................................................................... 

3. British Data Protection Agency Opinion 

In its notification, the ICO hints that the criteria on 
which it has based itself for the calculation of the fine 
are the following 

- The delay in the identification of the personal 
data breach. The ICO reveals that the security 
incident took place in June 2018 rather than in 
late August, contradicting the statement made 
by British Airways. 

- The lack of adequate technical and 
organisational measures ensuring the security 
of the personal data. The UK Agency concludes 
that the seriousness of the personal data breach 
is partly caused by the lack of sufficient security 
measures in both the British Airways website 
and mobile application. The ICO understands 
that the scarce security measures, in particular 
with regard to login credentials, payment 
management and data forms have favoured the 
seriousness and severity of the personal data 
breach. 

On the contrary, the ICO has mentioned in its 
notification the willingness of British Airways to 
cooperate during the course of the investigation, as 
well as the implementation of enhanced security 
measures in order to mitigate future threats of a 
similar nature. 

................................................................................... 

4. Proposed sanction and future course of 
proceedings.  

On the basis of the criteria set out above, the ICO has 
notified British Airways with a proposed sanction of 

£183 million (€204 million) for the personal data 
breach suffered on its website and mobile application. 

The fine proposed by the UK data protection authority 
is equivalent to 1.5% of British Airways' total worldwide 
annual turnover in 2017. 

British Airways has a 28-day appeal period. To this end, 
Alex Cruz, CEO of British Airways has expressed the 
intention of the company to make the relevant 
representations before the ICO in order to reduce the 
amount of the penalty.  

In addition, and in accordance with the One Stop Shop 
Scheme, the ICO, as the Lead Supervisory Authority, 
has been and will be the liaison with British Airways. 
Nevertheless, as Lead Supervisory Authority, the ICO 
will cooperate with and take into account the views of 
all supervisory authorities in all Member States in 
which its residents were also affected by the breach of 
personal data security. 

................................................................................... 

5. Personal data breaches under GDPR. 

GDPR defines personal data security breaches as: “a 
breach of security leading to the accidental or unlawful 
destruction, loss, alteration, unauthorised disclosure 
of, or Access to, personal data transmitted, stored or 
otherwise processed.” 

The European Data Protection Committee (Ex. Article 
29 Working Party), indicates that the "breach" referred 
to in GDPR is only applicable insofar as it concerns 
personal data and, consequently, such an incident may 
commit the controller to comply with GDPR principles. 

 

5.1. Personal data breach notifications  

5.1.1 Notification to the supervisory authority 

The applicable data protection regulations require 
notification to the competent supervisory authority, 
and under certain circumstances, to affected data 
subjects, of any personal data breaches resulting in the 
accidental or unlawful destruction, loss or alteration of 
personal data, as well as the unauthorised 
communication of or access by third parties. 

GDPR also requires notification to the competent 
supervisory authority within a maximum of 72 hours of 
being aware of the breach. However, delayed 
notification is possible if the grounds for the delay are 
justified. In any case, the notification should include the 
following: (i) a description of the nature of the breach, 
(ii) the degree of sensitivity of the data and the number 
of data subjects concerned, (iii) the name and contact 
details of the data protection office or other contact 
point where more information can be obtained, (iv) a 
description of the likely consequences of the breach and 
(v) a description of the taken or proposed to be taken 
measures to mitigate or remedy any adverse effects of 
the security breach. 

If, at the time the notification is made, it is not possible 
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to comply with the obligation to provide all required 
information, the information shall be provided 
gradually, as promptly as possible and without 
undue delay. 

It should be noted that not all personal data 
breaches are notifiable to the Supervisory Authority. 
As such, security breaches in which the risk to the 
rights and freedoms of natural persons is unlikely 
will not be subject to notification. 

In this case, British Airways considered that the 
breach of personal data security was capable of 
producing significant risks to the rights and 
freedoms of natural persons. Subsequently, British 
Airways notified the ICO of the breach of personal 
data security on 6 September 2018. Nevertheless, 
the ICO understands that the incident may date back 
to June 2018.  

Additionally, and in all cases, it will be necessary to 
internally document all breaches of personal data so 
that they can be made available to the supervisory 
authority at any time in order to verify compliance 
with the regulations. 

 

5.1.2 Notifying the affected data subjects 

In addition, the applicable regulations provide for 
notification of the personal data breach to the 
affected data subjects, without delay, where the 
breach may pose a high risk to their rights. The 
purpose of notification to data subjects is to enable 
them to take appropriate measures to protect their 
interests as promptly as possible. 

To this effect, British Airways, aware of the 
implications of the incident, notified its clients of the 
personal data breach it had suffered and urged them 
to contact their respective banks and follow their 
recommendations. 

................................................................................... 

6. Penalties 

The applicable data protection regulations provide 
for the levying of administrative fines of up to 20 
million euros or an amount equivalent to 4% of the 
total worldwide annual turnover of the previous 
financial year, whichever is higher. 

To this extent, the ICO, in assessing the sanction 
against British Airways, considered the second 
criterion of the preceding paragraph. As such, and 
after considering the specific details of this case, the 
ICO issued a sanction proposal that amounted to 
1.5% of British Airway’s total worldwide annual 
turnover in 2017. 

................................................................................... 

7. Conclusions applicable to companies that 
process personal data. 

The proposed fine for British Airways by the British 
supervisory authority obliges companies to comply 

with the new data protection legislation. It also reflects 
the supervisory authorities' adoption of a general 
tendency to severely penalise any entity which does not 
process its data with sufficient diligence. 

Companies, regardless of their size and complexity, 
whether they are controllers or processors of personal 
data, must establish, in their information security and 
data protection policies, how to proceed in the event of 
a personal data breach. In some cases, the entire 
management of the incident will be done internally and 
in other cases, externally. 

Likewise, it is necessary to carry out a preliminary 
process in which the technical and organisational 
measures are agreed to deal with personal data 
breaches. Said process may consist of: identification of 
all parties that are involved in the management of the 
personal data breach, performance of a risk analysis 
and/or a data protection impact assessment, if 
necessary, and the need to precisely define data breach 
action plans and contingency protocols. 

A constant process of reviewing and updating policies 
and procedures must be implemented to ensure an 
adequate level of protection at all times.  

Companies must devise mechanisms to control the 
security of personal data and raise awareness among 
their employees, managers, collaborators, etc. of the 
accountability principle enshrined in the regulations 
in order to process personal data in accordance with 
the obligations established in the regulations and thus 
prevent the imposition of sanctions by the supervisory 
authorities. 
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