
 

 

 

 

 

 

 

 

 

 

4th October 2016 

#1 Territorial Scope 

 

Editorial 

The General Data Protection Regulation (GDPR) was finally published on 4th May 2016 

introducing several and complex novelties that will significantly change the landscape of EU 

privacy and data protection including: (i) substantial new penalties of up to € 20 million, or 2-4% 

of annual worldwide turnover of the preceding financial year, whichever is greater; (ii) extended 

territorial scope, impacting many businesses established outside the EU; (iii) tighter 

requirements for obtaining valid consent to the processing of personal data; and (iv) new 

restrictions on profiling and targeted advertising, among others.  The Regulation will be 

applicable in all EU member states’ internal law immediately after coming into force, without 

being necessary to have it transposed into national legislation. Nevertheless, it is important to 

bear in mind that the majority of the EU member states will have their own particularities.  

To help our clients prepare for these changes, Ontier’s Privacy and Data Protection International 

Team, composed of the offices of Spain, Portugal and United Kingdom have prepared a “Guide 

Through the EU General Data Protection Regulation” divided into 18 articles, that will be 

published over the next few months. In each article we will focus on a specific part of the 

Regulation and analyze distinctions of each country. We will also take into consideration the 

guidelines issued by the supervisory authorities of each country, the Article 29 Working Party 

and the European Data Protection Supervisor.  

The Regulation will come into force on May 2018. Although it may seem that there is a long time 

to prepare, businesses must fully re-organise their systems to be ready to fully comply with the 

demanding new obligations, including defining new procedures and raising awareness that data 

protection must be a corporate issue. 

Ontier’s Privacy and Data Protection International Team. 
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 TERRITORIAL SCOPE OF REGULATION (EU) No. 2016/679 

Regulation (EU) 2016/679 (the GDPR) comes into force 25th May 2018 and replaces Directive 
95/46/EC. The GDPR widens the territorial scope of data protection rules by taking into account 
both the place of establishment of the data controller and the place of residence of the data 
subject. 

 

The territorial scope of Data Protection Directive 95/46/EC, which is currently in force, has been 
implemented into the national legislation of each EU member state. Article 4 of the Directive 
provides that the data protection law applies to:  

(i) data controllers who have an establishment in an EU member state and process 
data within their establishment;  

(ii) data controllers who are not established in any EU member state, but use means or 
equipment located within the territory unless the equipment is only used for transit 
through the territory; and  

(iii) data controllers who are not established in any EU member state, but where EU 
member state law applies due to public international law.  

Therefore, the current territorial scope of EU data protection law is based on the location of the 
data controller, where they are established, or where they have technical or human resources. 

 

Under the GDPR, the territorial scope of the Regulation applies to:  

(i) data controllers or data processors who process personal data for an establishment 
in the EU, regardless of where the processing actually occurs; 

(ii) data controllers or data processors who are not established in the EU, but who offer 
goods or services to, or monitor the behaviour of EU residents; and  

(iii) data controllers or data processors who are not established in the EU, but where EU 
member state law applies as prescribed by public international law. 
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Consequently, the GDPR’s territorial scope has widened to include the data subject’s place of 
residence. 

a) Establishment in the EU 

The Court of Justice of the European Union (CJEU) has been inspired by this new territorial scope 
in some of its recent data protection rulings, due to the 2012 publication of the draft GDPR. The 
rulings of Google UK Ltd. and Google Inc. v. Spanish Data Protection Agency and Mario Costeja 
González C-131/12 (Google) and Weltimmo s.r.o. v. Adatvédelmi Nemzeti és 
Információszabadság Hatóság C-230/14 (Weltimmo) help clarify the meaning of ‘territorial 
scope’ and ‘establishment’. 

The Google ruling confirms that the processing of personal data by a branch or establishment is 
inextricably linked to the activity of its parent entity and where the processing actually occurs is 
irrelevant. This position has now been recognised in the GDPR. 

The Weltimmo ruling considers the nature of an ‘establishment’ and concludes that its legal 
form is not a determining factor. The CJEU stated that a combination of elements may imply the 
existence of establishment in a country including, among others, the provision of a website in a 
given language, the supply of products in the local currency, the presence of a representative in 
the country of the data subject, or the shipment of goods to the country of the data subject. Of 
course, this question should be examined on a case by case basis and an isolated occurrence of 
any of the above features will not necessarily indicate an establishment. For example, a Brazilian 
company won’t have establishment in the EU just because it allows access to residents in 
Portugal. 

The GDPR now expressly states that the place where the processing of personal data is carried 
out is irrelevant. 

b) Offering goods or services to the EU, or monitoring behaviour in the EU 

The GDPR introduces two new circumstances under which data protection law is applicable: (i) 
offering of goods and services to EU residents; and (ii) monitoring behaviour of individuals in the 
EU. 

With respect to offering of goods and services, Recital 23 of the GDPR states that a determining 
factor will be whether the provider has evidently intended or designed the offering to EU 
residents. The following should be taken into account: the language used, the currency (local or 
foreign), and/or expressly mentioning residents in that country. 

Recital 24 brings behaviour monitoring of data subjects within the EU into scope.  It states that 
this action takes place when a person is tracked on the internet and includes the example of 
profiling a natural person to make a decision about that person and/or predict attitudes or 
personal preferences. Additionally, the GDPR now covers the use of cookies for a strictly 
technical purpose and other tracking applications. 

When the GDPR applies, data controllers must designate a representative in any EU member 
state where the data subjects are located. If the data subjects reside in several EU member 
states, the data controller must designate a representative in only one of those states. Their 
function is to respond to queries and mediate between the supervisory authorities, the data 
subjects and other stakeholders. 

 

 

 



c) Rules of International Law 

This rule does not change and appears to be limited to diplomatic missions and consular offices, 
as mentioned in Recital 25 of the GDPR. 

Finally, both data controllers and data processors will now fall within the scope of the GDPR. 
Additionally, data processors are now equally liable as data controllers. Currently, data 
processors are bound only by contractual indemnity clauses, whereas only data controllers can 
be fined by supervisory authorities. 

 

Companies incorporated outside the EU must undertake a detailed analysis to determine 
whether the GDPR applies to their business activities. They should analyse whether they could 
be deemed established in the EU by offering goods or services or monitoring EU residents’ 
behaviour, in light of their business activities. 

If the company has no establishment in the EU but the GDPR applies because the company offers 
goods or services to EU residents or monitors the behaviour of data subjects within the EU, an 
EU representative must be designated. 

Companies incorporated within the EU are automatically bound by the GDPR, so they must 
implement all measures in this guide. 
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This article is provided for information purposes only and does not constitute legal advice.  Professional 

legal advice should be obtained before taking or refraining from any action as a result of the contents of 

this document.  If you have any queries regarding this article, please contact SCA Ontier LLP or email 

Paula.EnriquezSernandez@scaontier.com or Derek.Stinson@scaontier.com. 
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